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(54) STOCK TRANSACTION PROCESSING METHOD UTILIZING ELECTRONIC STOCK 
CERTIFICATE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To facilitate efficient stock 
transaction processing by moving electronized stock 
certificates through a network and forwarding each 
transaction processing based on the electronic stock 
certificates. 

SOLUTION: A stock certificate issuing agent server 2 
prepares an electronic stock certificate in response to a 
stock certificate issuing request from an investor client 
1 , registers information including the stock certificate 
information and user ID in a stockholder list data base 
1 6, and transmits the prepared electronic stock 
certificate 11 to the client 1. The client 1 transmits a 
selling order to a stock exchange market server 3 
together with the certificate 1 1 at the time of making the 
selling order. The server 3 settles a transaction by 
collating the selling order with a buying order and 
transmits a stock transfer request containing the selling 
user ID and buying user ID to the issuing agent server 2 
by annexing the received electronic stock certificate 1 1 . 
The server 1 1 changes the selling user ID in the stockholder list data base 16 to the buying user 
ID. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]Electronic stock certificates which have the stock certificate information which 
answered a demand from an investor client and was electronized by issue representative server 
are created, Electronic stock certificates created while registering into a database information 
which shows correspondence with stock certificate information and a stockholders identifier are 
transmitted to an investor client, These electronic stock certificates saved by this investor client 
at a selling order demand and memory storage of these electronic stock certificates are 
transmitted to an exchange server, After verifying these electronic stock certificates received by 
this exchange server, dealings formation of this selling order demand and other buying order 
demands is compared and carried out, Attach these electronic stock certificates received to a 
stock transfer demand which has a seller stockholder s identifier, and a buyer stockholder's 
identifier, and it transmits to this issue representative server, A disposal method of stock trading 
by electronic-stock-certificates use changing an identifier of an applicable seller stockholder in 
this database into a buyer stockholders identifier after verifying these electronic stock 
certificates received by this issue representative server. 

[Claim 2]A disposal method of stock trading by the electronic-stock-certificates use according 
to claim 1 giving a digital signature by a certificate of attestation of a transmitting agency, and 
transmitting to a transmission destination when transmitting these electronic stock certificates. 
[Claim 3]It is a program stored in a storage in which computer reading is possible, This program 
is a program which carries out processing of transactions combining a buying order mutually 
poked to a selling order of these electronic stock certificates based on electronic stock 
certificates which have the electronized stock certificate information, When a selling order 
demand and these electronic stock certificates are received from :(a) exterior containing the 
following step, It is judged whether after verifying these electronic stock certificates, with 
reference to a database which stores information which shows correspondence with an identifier 
of these electronic stock certificates, and a stockholders identifier, correspondence with this 
selling order demand, an identifier of a stock certificate obtained from these electronic stock 
certificates, and a stockholders identifier is registered into this database, (b) If this 
correspondence is registered, it will judge with it being effective, this selling order demand and 
other buying order demands will be compared, and dealings will be formed. 

[Claim 4]A storage which stores the program according to claim 3 repealing correspondence with 
an identifier of these electronic stock certificates and a stockholders identifier applicable to this 
selling order demand on this database when these transactions are materialized. 
[Claim 5]It is a program stored in a storage in which computer reading is possible, When a stock 
transfer demand and these electronic stock certificates are received from :(a) exterior which this 
program is a program which carries out processing which changes a name of these electronic 
stock certificates based on electronic stock certificates which have the electronized stock 
certificate information, and contains the following step. It is judged whether after verifying these 
electronic stock certificates, with reference to a database which stores information which shows 
correspondence with a stock certificate identifier of electronic stock certificates, and a 
stockholders identifier, correspondence with this stock transfer demand, an identifier of a stock 
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certificate obtained from these electronic stock certificates, and a stockholder's identifier is 
registered into this database, (b) If this correspondence is registered, an identifier of a 
stockholder in this database will be changed into a new stockholder's identifier. 

[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the processing-ofHransactions method of a 
system of using electronic stock certificates and performing a stock dealing via a network. 
[0002] 

[Description of the Prior Art]In recent years, the commercial transaction using the Internet 
prospers. It becomes possible [ the store etc. which it becomes possible / the customer who 
receives service by using networks, such as the Internet, / to choose the service provided 
without being bound by geographical restrictions, and provide service ] to expand a customer 
segment exceeding geographical restrictions. 

[0003]Use of the Internet prospers also in a stock dealing. The securities firm has begun to 
receive ordering information on the Internet. 

By using a network, a customer segment can be expanded and it becomes mitigable 
[ paperwork ] by electronizing a stock dealing. 

However, the stock certificate which carries out the mark of the stocks by one side uses the art 
of the watermark for preventing forgery, etc., processing of a paper basis is carried out even 
now, and the actual condition is inefficient compared with processing of ordering information. 
Generally movement of the security concerned is used as the required security exercising or 
transferring the right the stock certificate [ right ] was written by negotiable securities, and 
movement of the stock certificate is needed on the occasion of issue of new equity, stock 
reregistration of ownership, and movement of the ownership in the case of dealing. Therefore, it 
will be necessary for it to be necessary to move a stock certificate by mailing or other means in 
these the dealings of each or as it is a stock certificate of the present paper basis, and to pay a 
securities firm expense, to deposit a stock certificate, and to entrust paperwork. 
[0004] 

[Problem(s) to be Solved by the Invention]In the above-mentioned conventional technology, 
since it will be necessary to move the stock certificate of a paper basis in the case of a stock 
dealing, inefficient work occurs. Then, it is SUBJECT to increase the efficiency of processing of 
issue of new equity, a stock sales transaction, stock reregistration of ownership, etc. by moving 
the stock certificate which electronized this stock certificate and was electronized via the 
network. However, when the electronized stock certificate circulates on a network, the problem 
about security, such as double use by tapping, an alteration, spoofing, and a copy, occurs. 
[0005]The purpose of this invention is to provide the processing-ofHransactions method when 
using electronic stock certificates and performing the above-mentioned stock dealing via a 
network. 

[0006]Other purposes of this invention are to cope with the problem of the security 

accompanying the stock dealing using electronic stock certificates. 

[0007] 

[Means for Solving the Problem]This invention answers a demand from an investor client, and 
electronic stock certificates which have the stock certificate information electronized by issue 
representative server are created, Electronic stock certificates created while registering into a 
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database information which shows correspondence with stock certificate information and a 
stockholders identifier are transmitted to an investor client, Electronic stock certificates saved 
by investor client at a selling order demand and memory storage of electronic stock certificates 
are transmitted to an exchange server, After verifying electronic stock certificates received by 
an exchange server, dealings formation of this selling order demand and other buying order 
demands is compared and carried out, Attach electronic stock certificates received to a stock 
transfer demand which has a seller stockholder's identifier, and a buyer stockholder's identifier, 
and it transmits to an issue representative server, After verifying electronic stock certificates 
received by an issue representative server, it is characterized by a disposal method of stock 
trading by electronic-stock-certificates use which changes an identifier of an applicable seller 
stockholder in the above-mentioned database into a buyer stockholder's identifier. 
[0008]This invention solves problems, such as an alteration of electronic stock certificates, and 
spoofing, by giving a digital signature by a certificate of attestation of a transmitting agency, 
transmitting to a transmission destination, and verifying this digital signature in a transmission 
destination, when transmitting electronic stock certificates. When a sales transaction is 
materialized, correspondence with an identifier of electronic stock certificates and a 
stockholder s identifier which correspond to a selling order demand on a database which stores 
information which shows correspondence with an identifier of electronic stock certificates and a 
stockholders identifier is repealed. Double use of electronic stock certificates by a copy can be 
prevented by this processing. 
[0009] 

[Embodiment of the Invention]One embodiment of this invention is described in detail using 
Drawings below. 

[0010](D The outline lineblock diagram 1 is a lineblock diagram of the transaction processing 
system of electronic-stock-certificates use of this embodiment. A system comprises the 
networks 9, such as the Internet which connects the certificate authority server 5, the investor 
client 1, the issue representative server 2, the exchange server 3, the settling servers 4, and 
these devices mutually. The certificate authority server 5 is a computer which has the 
certificate-of-attestation issue processing part 30 which is provided with the certificate-of- 
attestation database 29 which stores the contents of the certificate of attestation, and publishes 
a certificate of attestation to the investor client 1, the issue representative server 2, and the 
exchange server 3, and which is a program. 

[001 1]The investor client 1 is a computer which is provided with the memory storage which 
stores the electronic stock certificates 11, and has the stock certificate issue requesting 
treating part 12, the order request processing part 13, the stock transfer request processing part 
14, and the account inquiry processing part 15 as main programs. The stock certificate issue 
requesting treating part 1 2 requires issue of the electronic stock certificates 1 1 or a recurrence 
line from the issue representative server 2, and receives the electronic stock certificates 1 1 by 
which issue or a recurrence line was carried out. The order request processing part 13 transmits 
the demand of a selling order or a buying order to the exchange server 3, and receives a dealings 
result. The stock transfer request processing part 1 4 requires a stock transfer of the issue 
representative server 2 about the electronic stock certificates 1 1 which received transfer from 
other investor clients 1. The account inquiry processing part 15 refers for the situation of an 
account to the settling server 4 as a result of settlement of accounts. 
[0012]The issue representative server 2 is a computer which is provided with the list-of- 
shareholders database 16 and the stockholder stock transfer history list 17 on memory storage, 
and has the electronic-stock-certificates issue processing part 18, the stock transfer treating 
part 19, and the electronic-stock-certificates recurrence line treating part 20 as main programs. 
The list-of-shareholders database 1 6 stores the information about the contents information and 
stockholder about the effective electronic stock certificates 1 1 . The stockholder stock transfer 
history list 1 7 records the information about the settled electronic stock certificates 1 1 and its 
owner as a result of a stock transfer. The electronic-stock-certificates issue processing part 18 
transmits the electronic stock certificates 1 1 which answered the stock certificate issue 
requesting from the investor client 1, updated the applicable record in the list-of-shareholders 
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database 16, or added a new record and were created to the investor client 1. The stock transfer 
treating part 19 answers the stock transfer demand from the exchange server 3 or the investor 
client 1, updates the applicable record in the list-of-shareholders database 16, and records the 
history of a stock transfer on the stockholder stock transfer history list 1 7. The electronic- 
stock-certificates recurrence line treating part 20 answers the demand of the electronic-stock- 
certificates recurrence line from the investor client 1, updates the applicable record in the list— 
of^-shareholders database 1 6, and transmits the electronic stock certificates 1 1 which carried 
out the recurrence line to the investor client 1 . The program of the electronic-stock-certificates 
issue processing part 18, the stock transfer treating part 19, or the electronic-stock-certificates 
recurrence line treating part 20 is stored in a storage, It is possible to transmit to the memory of 
the issue representative server 2 via the drive, other computers, and network which read into 
the memory of the issue representative server 2 via the drive connected to the issue 
representative server 2, or are connected to other computers, and to perform by the issue 
representative server 2. 

[0013]The exchange server 3 is a computer which is provided with stock certificate ID list 21 
and the order comparison list 22 on memory storage, and has the order reception treating part 
23, the order comparison treating part 24, and the transaction completion treating part 25 as 
main programs. Stock certificate ID list 21 is a database which stores the list of stock certificate 
ID of the effective electronic stock certificates 1 1. The order comparison list 22 stores the 
information about the group of a selling order and a buying order that dealings were materialized. 
The order reception treating part 23 receives an order demand from the investor client 1, and 
confirms whether the electronic stock certificates 1 1 attached with reference to stock 
certificate ID list 21 are effective. The order comparison treating part 24 registers into the order 
comparison list 22 the group of the order which compared the selling order and the buying order 
and carried out dealings formation. The order comparison treating part 24 requires a stock 
transfer of the issue representative server 2. The transaction completion treating part 25 notifies 
completion of dealings to the investor client 1 which corresponds about the order which the 
stock transfer ended. The program of the order reception treating part 23, the order comparison 
treating part 24, or the transaction completion treating part 25 is stored in a storage, It is 
possible to transmit to the memory of the exchange server 3 via the drive, other computers, and 
network which read into the memory of the exchange server 3 via the drive connected to the 
exchange server 3, or are connected to other computers, and to perform by the exchange server 
3. 

[0014]The settling server 4 is a computer which is provided with the settlement account 
database 26 on memory storage, and has the settlement processing part 27 between accounts, 
and the account reference answering processing part 28 as main programs. The settlement 
account database 26 has a record which memorizes account information, payment, payment, the 
balance, etc. about the investor client 1 which joins. The settlement processing part 27 between 
accounts answers the settlement request from the exchange server 3, performs the settlement 
of accounts between accounts, and updates the account record in which the settlement account 
database 26 corresponds. The account reference answering processing part 28 answers the 
information on the account record which corresponds with reference to the settlement account 
database 26 to the account reference from the investor client 1. 

[0015] Drawing 2 is a figure showing dealings related between the information exchanged between 
each device, and a device. Transactions related between devices are classified into four phases, 
a stock certificate issue phase, a sales transaction phase, a stock transfer phase, and a stock 
certificate recurrence line phase. The investor client 1 , the issue representative server 2, and 
the exchange server 3 perform certificate-of-attestation issue requesting to the certificate 
authority server 5 in advance of dealings, and acquire each certificate of attestation. 
[0016]In a stock certificate issue phase, a company with collection of the issue of new shares to 
perform on the Internet the issue representative server 2, The stock certificate issue requesting 
from the investor client 1 is answered, and it transmits to the exchange server 3 by using as a 
stock certificate ID list correspondence with stock certificate ID of the electronic stock 
certificates 11 and user ID which published and published the electronic stock certificates 1 1. 
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[0017]In a sales transaction phase, the exchange server 3 answers the order demand from the 
investor client 1, compares a selling order and a buying order, forms transactions, and requires a 
stockholder stock transfer of the issue representative server 2. The settlement of accounts 
between accounts is required of the settling server 4. 

[0018]In a stock transfer phase, with transfer of the electronic stock certificates 11 from the 
investor client 1 to the investor client 1 of a transfer place of a transferring agency, the investor 
client 1 of a transfer place gives a stock transfer demand to the issue representative server 2, 
and sends new stock certificate ID list 21 to the exchange server 3. 

[0019]It is a stock certificate recurrence line which is performed when an investor loses the 
electronic stock certificates 1 1, or when dividing and unifying the equity volume indicated to the 
electronic stock certificates 1 1 . In a stock certificate recurrence line phase, the investor client 1 
gives a stock certificate recurrence line demand to the issue representative server 2, and the 
issue representative server 2 performs recurrence line processing of the electronic stock 
certificates 11. 

[0020](2) Stock certificate issue phase drawing 3 is a figure showing the outline of the procedure 
of a stock certificate issue phase. In advance of stock certificate issue, the investor client 1 , the 
issue representative server 2, and the exchange server 3 transmit certificate-of-attestation 
issue requesting to the certificate authority server 5, respectively first. After the certificate-of- 
attestation issue processing part 30 of the certificate authority server 5 which received this 
demand examines a claimant based on the contents of certificate-of-attestation issue 
requesting, it registers those contents into the certificate-of-attestation database 29, and 
transmits the certificate of attestation 31 which gave the digital signature to a claimant. About 
the method of the examination by a financial institution etc., it is already known. Each claimant 
saves the received certificate of attestation 31. 

[0021]Next, when the stock certificate issue requesting treating part 12 of the investor client 1 
has agreed on the conditions of issuance of the stocks which the issue representative server 2 
has presented by WWW (Worldwide Web) etc., it transmits the stock certificate issue requesting 
32 to the issue representative server 2. In that case, a digital signature is carried out to the 
stock certificate issue requesting 32 using the acquired certificate of attestation 31 from the 
certificate authority server 5. Spoofing of the investor client 1 and denial are prevented by this 
digital signature. The electronic-stock-certificates issue processing part 1 8 of the issue 
representative server 2 which received this stock certificate issue requesting 32 gives the digital 
signature of an issuing company to the electronic stock certificates 1 1 which performed issue 
processing of electronic stock certificates and were created, and transmits to the investor client 
1. According to this embodiment, suppose that the digital signature of the issue representative 
server 2 is a digital signature of an issuing company. The stock certificate issue requesting 
treating part 12 of the investor client 1 saves the received electronic stock certificates 1 1 on 
memory storage. The investor client 1 can prevent short selling at the time of use of a 
shareholders right being attained and submitting a selling order to the exchange server 3 by 
showing these electronic stock certificates 1 1. 

[0022]Next, the electronic-stock-certificates issue processing part 18 registers the information 
of the published electronic stock certificates 1 1 and its stockholder into the list-of-shareholders 
database 16. The issue representative server 2 creates stock certificate ID list 21 in which 
correspondence with stock certificate ID and user ID is periodically shown about all the effective 
electronic stock certificates 11 with reference to the list-of-shareholders database 16 now, 
gives this a digital signature, and transmits to the exchange server 3. The exchange server 3 
saves received stock certificate ID list 21 at memory storage. 

[0023] Drawing 4 is a figure showing the data configuration of the certificate of attestation 31. 
This example is the certificate-of-attestation form based on X.509. The certificate of attestation 
31 includes the public key information for decrypting the message or document by which the 
digital signature was carried out. 

[0024] Drawing 5 is a figure showing the example of data of the stock certificate issue requesting 
32. The whole stock certificate issue requesting 32 is enciphered with the secret key of the 
investor client 1 (digital signature). Account information is enciphered by the public key of the 



http://www4.ipdl.inpit.go jp/cgi-bin/tran_web_cgi_ejje?atw_u=http%3A%2F%2Fww... 2010/10/06 



JP,2000-148837,A [DETAILED DESCRIPTION] 



5/1 1 K— v 



settling server 4. The certificate of attestation 31 of the investor client 1 can be attached to the 
stock certificate issue requesting 32. 

[0025] Drawing 6 is a figure showing the data configuration of the electronic stock certificates 1 1 . 
A stock certificate number corresponds to the conventional stock certificate number. Although 
stock certificate ID is an identifier of the stock certificate which this invention adopts and it 
corresponds to a stock certificate number and 1 to 1 , it is changed into another ID whenever the 
name of the electronic stock certificates 1 1 is changed. "The signature algorithm of an issuing 
company" is a signature algorithm used when performing the digital signature by the issue 
representative server 2 to these electronic stock certificates 1 1 . 

[0026] Drawing 7 is a figure showing the data configuration of each record which constitutes the 
list-of-shareholders database 16. Data is obtained from issue or the electronic stock certificates 
1 1 which carried out the stock transfer, and stock certificate issue requesting 32 grade. 
"Conditions of issuance" is conditions of issuance accompanying stocks, such as conditions at 
the time of sale of stocks, etc. 

[0027] Drawing 8 is a figure showing the data configuration of stock certificate ID list 21. Stock 
certificate ID list 21 arranges two or more correspondences with stock certificate ID and the 
present owner's user ID. 

[0028] Drawing 9 is a flow chart which shows the flow of processing of the electronic-stock- 
certificates issue processing part 1 8 of the issue representative server 2. If the stock certificate 
issue requesting 32 is received from the investor client 1 (Step 51), the electronic-stock- 
certificates issue processing part 18 will decrypt the stock certificate issue requesting 32 by the 
public key of the investor client 1, and will verify a digital signature (Step 52). Generally about 
the verification method of the digital signature, it is known. If it does not succeed in verification 
(step 53NO), an error notification is carried out to the investor client 1 (Step 54). If it succeeds 
in verification (step 53YES), the contents of the stock certificate issue requesting 32 will be 
checked, and it will confirm whether to be against "the policy of a certificate of attestation" of 
the certificate of attestation 31 of the investor client 1 (Step 55). If problematic (step 56NO), an 
error notification will be carried out to the investor client 1 (Step 57). If satisfactory (step 
56YES), the assignment of drawing number of new stock certificate ID will be carried out, and the 
electronic stock certificates 1 1 will be created (Step 58). Next, the information of the electronic 
stock certificates 11 and a stockholder is registered into the list-of-shareholders database 16 
(Step 59), the digital signature of an issuing company is given to the created electronic stock 
certificates 1 1, and it transmits to the investor client 1 (Step 60). 

[0029] Drawing 10 is a flow chart which shows the flow of stock certificate ID list creation 
processing of the issue representative server 2. The issue representative server 2 acquires 
information, including stock certificate ID etc., from the list-of-shareholders database 16 about 
effective electronic stock certificates now (Step 61), Stock certificate ID list 21 is created (Step 
62), and stock certificate ID list 21 which gave the digital signature of the issue representative 
server 2 is sent to the exchange server 3 (Step 63). 

[0030](3) Sales transaction phase drawing 1 1 is a figure showing the outline of the procedure of 
a sales transaction phase. The order request processing part 13 of the investor client 1 
transmits the order demand 33 which gave the digital signature to the exchange server 3. The 
investor client 1 which transmits a selling order in that case can prevent short selling by the 
investor who does not hold stocks by attaching the acquired electronic stock certificates 1 1. 
The digital signature of the electronic stock certificates 1 1 to send is carried out by the investor 
client 1. The order reception treating part 23 of the exchange server 3 which received the order 
demand 33 performs order reception processing, and transmits the order reception response 34 
which gave the digital signature of the exchange server 3 as the result to the investor client 1. 
The investor client 1 which received the order reception response 34 saves the "order reception 
number" included in the order reception response 34, after verifying a digital signature. By 
quoting this "order reception number", the investor client 1 can ask the exchange server 3 the 
agreement situation of an order. 

[0031]The order comparison treating part 24 of the exchange server 3 which completed order 
reception processing performs order comparison processing in which a selling order and buying 
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order of the investor client 1 are made to match. The result of order comparison is registered 
into the order comparison list 22. Stock certificate ID of the stocks which carried out dealings 
formation is deleted from stock certificate ID list 21. At the time of the end of order comparison 
processing, the order comparison treating part 24 creates the stockholder stock transfer demand 
35 from the applicable information on the order demand 33 and the order comparison list 22, 
gives this the digital signature of the exchange server 3, and transmits to the issue 
representative server 2. The electronic stock certificates 1 1 attached to the selling order are 
attached in that case, and it transmits to it. 

[0032]The stock transfer treating part 1 9 of the issue representative server 2 which received 
the stockholder stock transfer demand 35 performs stockholder stock transfer processing, in 
order to carry out effective [ of the stockholder having been changed ] on an account book, it 
updates the applicable record on the list-of-shareholders database 16, and records the history 
of a stock transfer on the stockholder stock transfer history list 1 7. Finally, the stock transfer 
treating part 1 9 creates the stockholder stock transfer response 36 from the result of stock 
transfer processing, gives the digital signature of the issue representative server 2, and transmits 
to the exchange server 3. 

[0033]The transaction completion treating part 25 of the exchange server 3 which received the 
stockholder stock transfer response 36 deletes correspondence of old share ticket ID and user 
ID from stock certificate ID list 21, and adds correspondence of new stock certificate ID and 
user ID to stock certificate ID list 21. An order applicable from the order comparison list 22 is 
deleted. Next, the notice 37 of transaction completion which gave the digital signature is 
transmitted to the investor client 1. In order to perform the settlement of accounts about these 
dealings, the settlement request 38 which gave the digital signature is transmitted to the settling 
server 4. The settlement processing part 27 between accounts of the settling server 4 performs 
settlement processing between accounts with reference to the settlement account database 26. 
The investor client 1 can exercise the right of fund acquisition to the settling server 4 by 
showing the settling server 4 the notice 37 of transaction completion to which the digital 
signature of the exchange server 3 was given. 

[0034]The investor client 1 which received the notice 37 of transaction completion from the 
exchange server 3 verifies the digital signature of the notice 37 of transaction completion, and if 
it succeeds in verification, it will notify an investor of a dealings result. Then, the stock 
certificate issue requesting treating part 1 2 of the investor client 1 which required the buying 
order creates the stock certificate issue requesting 39 based on the contents of the notice 37 of 
transaction completion, gives a digital signature, and transmits to the issue representative server 
2. The electronic-stock-certificates issue processing part 18 of the issue representative server 
2 which received the stock certificate issue requesting 39 gives the digital signature of an issuing 
company to the electronic stock certificates 1 1 which performed issue processing of electronic 
stock certificates and were created, and transmits to the investor client 1. The stock certificate 
issue requesting treating part 12 saves the received electronic stock certificates 1 1 on memory 
storage. 

[0035] Drawing 12 is a figure showing the data configuration of the order demand 33. In a selling 
order, a number equivalent to "order quantity" of "stock certificate ID" is included. "Settlement 
account information" is information enciphered by the public key of the settling server 4. 
[0036] Drawing 13 is a figure showing the data configuration of the order reception response 34. 
"The hash value of an order demand" can check that the contents of the order demand 33 are 
not altered by taking the hash value of the corresponding order demand 33, and the investor 
client's 1 computing the hash value of the order demand 33, and comparing with this. 
[0037] Drawing 14 is a figure showing the data configuration of the order comparison list 22. The 
order comparison list 22 is a list on which the information about the selling order which carried 
out dealings formation, and a buying order was summarized. 

[0038] Drawing 15 is a figure showing the data configuration of the stockholder stock transfer 
demand 35. The stockholder stock transfer demand 35 is the information corresponding to the 
record in which the order comparison list 22 corresponds, and includes the information on the 
order comparison list 22, and the information on the order demand 33. 
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[0039] Drawing 16 is a figure showing the data configuration of the stockholder stock transfer 
history list 1 7. Each record of the stockholder stock transfer history list 1 7 satisfies the 
applicable stockholder stock transfer demand 35, and records the history of the stock transfer of 
the applicable record on the list-of^shareholders database 16. 

[0040] Drawing 17 is a figure showing the data configuration of the stockholder stock transfer 
response 36. The stockholder stock transfer response 36 is a response to the corresponding 
stockholder stock transfer demand 35, and contains stock certificate ID by which the assignment 
of drawing number was newly carried out to old share ticket ID under stockholder stock transfer 
demand 35. "The hash value of a stockholder stock transfer demand" can check that the 
contents of the stockholder stock transfer demand 35 are not altered by taking the hash value of 
the corresponding stockholder stock transfer demand 35, and the exchange server s 3 computing 
the hash value of the stockholder stock transfer demand 35, and comparing with this. 
[0041] Drawing 18 is a figure showing the data configuration of the notice 37 of transaction 
completion. The notice 37 of transaction completion includes the "stock transfer number" 
quoted when carrying out stock certificate issue requesting to the contents and the issue 
representative server 2 of transactions formation. 

[0042] Drawing 19 is a figure showing the data configuration of the settlement request 38. The 
account number contained in the settlement request 38 is enciphered by the public key of the 
settling server 4. 

[0043] Drawing 20 is a figure showing the data configuration of the stock certificate issue 
requesting 39. The stock certificate issue requesting 39 includes the stock transfer number in 
which the assignment of drawing number was carried out by the issue representative server 2, 
and the information added to the list-of^shareholders database 16. Account information is 
enciphered by the public key of the settling server 4. 

[0044]Drawing 21 a and drawing 21 b are flow charts which show the flow of processing of the 
order reception treating part 23 of the exchange server 3. If the order demand 33 is received 
(Step 71), the order reception treating part 23 will decrypt the electronic stock certificates 1 1 
attached to the order demand 33 and selling order which received by the public key of the 
investor client 1 and the issue representative server 2, and will verify a digital signature (Step 
72). If it does not succeed in verification (step 73NO), an error notification is carried out to the 
investor client 1 (Step 74). If it succeeds in verification (step 73YES), "the term of validity of 
electronic stock certificates" of the electronic stock certificates 11 and "stock restriction of 
transfer" will be checked, and it will check that it is not against them (Step 75-77). Next, it 
checks that it is not over the range of "the policy of a certificate of attestation" of the 
certificate of attestation 31 of the investor client 1 which it is attached to the order demand 33, 
or was acquired at another opportunity (Step 78-80). In one of errors, an error notification is 
carried out. 

[0045]Next, it moves to drawing 21 b and it is confirmed whether "user ID" of the electronic 
stock certificates 11 and the "user ID" of the certificate of attestation 31 which are attached in 
the selling order are equal (Step 81-83). This check can protect the illegal use of the electronic 
stock certificates 1 1 by other investors. Next, it is confirmed that correspondence of the same 
stock certificate ID as the user ID of the electronic stock certificates 1 1 and user ID exists in 
stock certificate ID list 21 with reference to stock certificate ID list 21 (Step 84-86). This check 
is a check for checking that the electronic stock certificates 1 1 concerned are stock certificates 
effective now. When the above acceptance processing is completed normally, the order reception 
treating part 23 carries out the assignment of drawing number of the order reception number 
about the order concerned (Step 87), and registers it into unpromised order cue. The order 
reception response 34 is created, a digital signature is given, and it transmits to the investor 
client 1 (Step 88). 

[0046] Drawing 22 is a flow chart which shows the flow of processing of the order comparison 
treating part 24. The order comparison treating part 24 compares the selling order and buying 
order which were taken out from unpromised order cue (Step 91), and forms dealings. Next, the 
assignment of drawing number of the order comparison number is carried out about the group of 
the selling order which carried out dealings formation, and a buying order (Step 92), and order 
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comparison information including this order comparison number is registered into the order 
comparison list 22 (Step 93). Next, stock certificate ID which is the target of order comparison, 
and corresponding user ID are deleted from stock certificate ID list 21 (Step 94). What is 
necessary is just to repeal the correspondences including generally deleting. Thereby, the selling 
order by presentation of the electronic stock certificates 11 of an illegal copy is refusable. Next, 
the order comparison treating part 24 creates the stockholder stock transfer demand 35 from 
the applicable information on the order demand 33 and the order comparison list 22, gives a 
digital signature to this and the electronic stock certificates 1 1 to attach, and transmits to the 
issue representative server 2 (Step 95). 

[0047]Drawing 23 a and drawing 23 b are flow charts which show the flow of processing of the 
stock transfer treating part 19 of the issue representative server 2. If the stockholder stock 
transfer demand 35 is received (Step 101), the stock transfer treating part 19 will decode the 
stockholder stock transfer demand 35, and will verify the digital signature of the stockholder 
stock transfer demand 35 (Step 102-104). Next, the electronic stock certificates 11 are decoded 
and the digital signature of the electronic stock certificates 1 1 is verified (Step 105-107). 
Verification of the electronic stock certificates 1 1 is performed using the public key of the 
exchange server 3 and the issue representative server 2. When it succeeds in these verification, 
it checks that stock certificate ID and stock quantity of the stockholder stock transfer demand 
35 are in agreement with stock certificate ID and quantity of the electronic stock certificates 1 1 
(Step 108-1 10). Next, it checks that stock certificate ID and user ID which are indicated to the 
electronic stock certificates 1 1, stock certificate ID of this stock certificate saved in the Hst-of- 
shareholders database 16, and user ID are in agreement (Step 111-113). This checks that the 
electronic stock certificates 11 are effective also on the list-of-shareholders database 16, i.e., 
the stock name has not changed. 

[0048]Next, the record corresponding to stock certificate ID of the electronic stock certificates 
1 1 which moved to drawing 23 b and received is made into deletion or invalidity from the list-of- 
shareholders database 16 (Step 1 14), The assignment of drawing number of new stock certificate 
ID is carried out (Step 1 15), a new record is created from the information on this new stock 
certificate ID and the stockholder stock transfer demand 35, and it adds to the list-of- 
shareholders database 16 (Step 116). A "stock name", a "stock certificate number", and 
"conditions of issuance" can be posted from the repealed record. "User ID" is a buyers user ID. 
At this time, "the delivery method of a dividend" is not stored yet. Next, the assignment of 
drawing number of the stock transfer number is carried out (Step 1 1 7), and a new record is 
added to the stockholder stock transfer history list 17 (Step 118). Finally the stockholder stock 
transfer response 36 is created, a digital signature is given, and it transmits to the exchange 
server 3 (Step 1 1 9). An error notification also transmits to the exchange server 3 as the 
stockholder stock transfer response 36. 

[0049] Drawing 24 is a flow chart which shows the flow of processing of the transaction 
completion treating part 25. If the stockholder stock transfer response 36 is received (Step 121), 
the transaction completion treating part 25 will decode the stockholder stock transfer response 
36, and will verify the digital signature of the stockholder stock transfer response 36 (Step 122- 
1 24). When it succeeds in this verification, the stockholder stock transfer response 36 judges a 
notice or error notification of normal completion (Step 1 25). If it is normal completion (step 
126YES), correspondence of new stock certificate ID and user ID which have been sent will be 
added to stock certificate ID list 21 (Step 127). User ID is the user ID of the buyer of the 
stockholder stock transfer demand 35 corresponding to this stockholder stock transfer response 
36. Next, applicable order comparison information with old share ticket ID is deleted from the 
order comparison list 22 (Step 128). Next, the notice 37 of transaction completion which gave 
the digital signature is transmitted to the investor client 1 (Step 129). Finally the settlement 
request 38 is transmitted to the settling server 4 (Step 130). Account information is acquired 
from the order demand 33 of an applicable client. When an error notification is received as the 
stockholder stock transfer response 36, (Step 126NO) and a buying order demand are returned 
to unpromised order cue (cue of an agreement waiting state) (Step 131), and it is notified to a 
seller's investor client 1 that the electronic stock certificates 1 1 are invalid (Step 132). 
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[0050] Drawing 25 is a flow chart which shows the flow of processing of the electronic-stock- 
certificates issue processing part 18 of the issue representative server 2. The stock certificate 
issue requesting treating part 12 of the investor client 1 transmits the stock certificate issue 
requesting 39 which gave the digital signature including the stock transfer number by which the 
assignment of drawing number was carried out to the issue representative server 2. If the stock 
certificate issue requesting 39 is received (Step 141), the electronic-stock-certificates issue 
processing part 18 will decode the stock certificate issue requesting 39, and will verify the digital 
signature of the stock certificate issue requesting 39 (Step 142-144). When it succeeds in this 
verification, the "stock transfer number" under stock certificate issue requesting 39 is used as a 
key, the stockholder stock transfer history list 17 is searched (Step 145), and it is judged 
whether a record with the same stock transfer number exists (Step 146). In this judgment, it 
does not judge with existing, if the user ID in the certificate of attestation 31 attached to the 
stock certificate issue requesting 39 and "a buyer s user ID" in a record are not in agreement. If 
it does not exist (step 146NO), an error notification is transmitted to the investor client 1 (Step 
147). If it exists (step 146YES), the information added to the list-of-shareholders databases 16, 
such as "the delivery method of a dividend", out of the stock certificate issue requesting 39 will 
be added to the record in which the list-of-shareholders database 16 corresponds (Step 148). 
The record in which the list-of-shareholders database 16 corresponds is searched by stock 
certificate ID of the record in the stockholder stock transfer history list 17 referred to. Next, the 
electronic stock certificates 1 1 are created based on the record in which the list-of- 
shareholders database 1 6 corresponds (Step 1 49), a digital signature is given, and it transmits to 
the investor client 1 (Step 150). 

[0051 ](4) Stock transfer phase drawing 26 is a figure showing the outline of the procedure of a 
stock transfer phase. The investor client 1 of stock transfer origin gives a digital signature using 
the certificate of attestation 31 owned in the electronic stock certificates 1 1 to save, and 
transmits to the investor client 1 of a stock transfer place using means, such as e-mail, with the 
certificate of attestation 31 of the investor client 1 and the issue representative server 2. The 
investor client 1 of a transfer place signs verification processing in order of verification by the 
investor client 1 of a transferring agency, and verification by the certificate of attestation 31 of 
the issue representative server 2. Thus, when the digital signature of a transferring agency is 
given to the electronic stock certificates 1 1 and the investor client 1 of the transfer place which 
received this verifies this signature, denial by the investor of a transferring agency can be 
prevented. 

[0052]When it succeeds in verification, the stock transfer request processing part 14 of the 
investor client 1 of a transfer place gives a digital signature to the stock transfer demand 41, and 
transmits to the issue representative server 2. In this case, the electronic stock certificates 1 1 
in which the digital signature of the investor client 1 of a transferring agency was given are also 
attached. The stock transfer treating part 19 which received the stock transfer demand 41, Like 
the processing of the stockholder stock transfer demand 35 received from the exchange server 
3, verification of the digital signature of the stock transfer demand 41, Verification of the digital 
signature of the electronic stock certificates 1 1, the contents check of the stock transfer 
demand 41, and the user ID of the electronic stock certificates 11 and the user ID of the 
applicable record on the list-of-shareholders database 16 are compared. Verification of the 
electronic stock certificates 11 is performed using the certificate of attestation 31 of the 
investor client 1 of a transferring agency, and the certificate of attestation 31 of the issue 
representative server 2. If these checks are passed, an applicable record with same stock 
certificate ID on the list-o^shareholders database 16 will be repealed, and the record which 
carries out the assignment of drawing number of new stock certificate ID, and has new stock 
certificate ID in the list-of-shareholders database 16 will be added. Next, the assignment of 
drawing number of the stock transfer number is carried out, and a new record is added to the 
stockholder stock transfer history list 1 7. The stock transfer response 42 which finally gave the 
digital signature of the issue representative server 2 is transmitted to the investor client 1 of a 
transfer place. This stock transfer response 42 includes the stock transfer number by which the 
assignment of drawing number was carried out. 
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[0053]The stock certificate issue requesting treating part 12 of the transfer place investor client 
1 transmits the stock certificate issue requesting 43 which gave the digital signature to the issue 
representative server 2. The contents of the stock certificate issue requesting 43 are the same 
as the stock certificate issue requesting 39. The electronic-stock-certificates issue processing 
part 18 of the issue representative server 2 t Like the time of receiving the stock certificate issue 
requesting 39, verification of the digital signature of the stock certificate issue requesting 43, 
After confirming that an applicable record exists in the stockholder stock transfer history list 17, 
the information on the stock certificate issue requesting 43 is added to the applicable record on 
the list-of-shareholders database 1 6, the electronic stock certificates 1 1 are created, the digital 
signature of an issuing company is given, and it transmits to the transfer place investor client 1. 
The late-coming line representative server 2 creates stock certificate ID list 21 with reference 
to the list-of-shareholders database 16, gives this a digital signature, and transmits to the 
exchange server 3. 

[0054] Drawing 27 is a figure showing the data configuration of the stock transfer demand 41. 
User ID is the user ID of a stock transfer place. 

[0055](5) Stock certificate recurrence line phase drawing 28 is a figure showing the outline of the 
procedure of a stock certificate recurrence line phase. The investor client 1 transmits the 
possession stock reference request 44 by which the digital signature was carried out to the 
issue representative server 2. The possession stock reference request 44 includes the user ID of 
the investor client 1, the brand of the stocks registered now, the number of stocks, issued 
electronic-stock-certificates 1 1 grade, and the contents of reference. After the issue 
representative server 2 verifies the digital signature of the possession stock reference request 
44 in response to the possession stock reference request 44, Specified user ID is used as a key, 
the list-of-shareholders database 16 is searched, the information on a response is created about 
the contents of reference, and the possession stock reference response 45 which gave the 
digital signature of the issue representative server 2 is transmitted to the investor client 1. 
[0056]The stock certificate issue requesting treating part 12 of the investor client 1 creates the 
stock certificate recurrence line demand 46 based on this response indication, gives a digital 
signature, and transmits to the issue representative server 2. After the electronic-stock- 
certificates recurrence line treating part 20 of the issue representative server 2 verifies the 
digital signature of the stock certificate recurrence line demand 46 using the certificate of 
attestation 31 of the investor client 1, it uses user ID as a key, searches the list-of-shareholders 
database 1 6, and checks the contents of the stock certificate recurrence line demand 46 for no 
problem. If satisfactory, the assignment of drawing number of new stock certificate ID will be 
carried out, and the list-of-shareholders database 16 will be updated. Finally the new electronic 
stock certificates 11 are created based on the contents of the list-of-shareholders database 16, 
the digital signature of the issue representative server 2 is given, and it transmits to the investor 
client 1. 

[0057] Drawing 29 is a figure showing the data configuration of the stock certificate recurrence 
line demand 46. The stock certificate recurrence line demand 46 includes user ID and a 
recurrence line request content. 

[0058]According to the above-mentioned embodiment, a digital signature is given to the 
electronic stock certificates 11 with the certificate of attestation 31 of an issuing company, and 
an owners certificate of attestation 31, Since the issue representative server 2 and the 
exchange server 3 which received these electronic stock certificates 1 1 verify this digital 
signature, the electronic stock certificates 1 1 can prevent the alteration of the electronic stock 
certificates 1 1 while guaranteeing being published by the issuing company. The issue 
representative server 2 and the exchange server 3 which received these electronic stock 
certificates 1 1 have the effective electronic stock certificates 1 1 received with reference to the 
list-of-shareholders database 16 and stock certificate ID list 21, and check that they are a just 
owners electronic stock certificates 11. 

[0059]Since a digital signature is given to all the demands transmitted between the investor 
client 1 , the issue representative server 2, the exchange server 3, and the settling server 4, and 
the response of those, An addressee verifies the digital signature, coincidence of user ID is 
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checked, and it can check that it is a just communications partner. For example, even if the 3rd 
person becomes the just investor client 1, clears up and demands the stock certificate issue 
requesting 32, the order demand 33, the stock transfer demand 41, etc., an unjust demand can 
be eliminated by verifying the digital signature given to these demands. The alteration of transmit 
information can be prevented by the digital signature given to a demand and a response. The 
alteration of demand information can be prevented by taking the hash value of demand 
information furthermore and returning a hash value by the response. 

[0060]By attaching the electronic stock certificates 1 1 to the order demand 33 of a selling order, 
short selling is prevented and it checks that it is a stock transfer about just electronic stock 
certificates by attaching the electronic stock certificates 1 1 to the stockholder stock transfer 
demand 35 and the stock transfer demand 41. Furthermore, the justification of the stock 
certificate issue requesting 39 and the stock certificate issue requesting 43 is checked by the 
stock transfer number and a digital signature. 

[0061]The exchange server 3 saves correspondence with stock certificate ID of the effective 
electronic stock certificates 1 1, and user ID at stock certificate ID list 21, and saves the issue 
representative server 2 in the list-of-shareholders database 1 6. According to a stockholders 
stock transfer, a record with applicable stock certificate ID in stock certificate ID list 21 and the 
list-of-shareholders database 16 is repealed, Double use of the electronic stock certificates 11 
by a copy is prevented by carrying out the assignment of drawing number of stock certificate ID 
newly, and saving correspondence with new user ID in stock certificate ID list 21 and the list-of- 
shareholders database 16. 

[0062]When the investor client 1 gives the order demand 33 to the exchange server 3, When the 
transferring agency investor client 1 shows the transfer place investor client 1 the electronic 
stock certificates 1 1, denial of a requiring agency can be prevented by the digital signature given 
when the transfer place investor client 1 gives the stock transfer demand 41 to the issue 
representative server 2. 
[0063] 

[Effect of the Invention]According to this invention, as stated above, since electronic stock 
certificates are moved via a network and each processing of transactions is advanced based on 
electronic stock certificates, the inefficient work of the conventional paper basis can be 
canceled and the increase in efficiency of processing of transactions can be attained. A company 
is enabled to publish a stock certificate, without through [ with an issue representative server ] a 
securities firm, and it enables an investor to submit an order to a direct deal place. Since the 
measures on security are taken as mentioned above, various injustice can be prevented and safe 
processing of transactions becomes possible. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a lineblock diagram of the system of an embodiment. 

[Drawing 2] It is a figure showing dealings between each device of an embodiment. 

[Drawing 3] lt is a figure showing the outline of the procedure of the stock certificate issue phase 

of an embodiment. 

[Drawing 4] It is a data configuration figure of the certificate of attestation 31 of an embodiment. 
[Drawing 5] It is a figure showing the example of data of the stock certificate issue requesting 32 
of an embodiment. 

[Drawing 6] It is a data configuration figure of the electronic stock certificates 11 of an 
embodiment. 

[Drawing 7] It is a figure showing the data configuration of each record of the list-of-shareholders 
database 1 6 of an embodiment. 

[Drawing 8] It is a figure showing the data configuration of stock certificate ID list 21 of an 
embodiment. 

[Drawing 9] It is a flow chart showing the flow of processing of the electronic-stock-certificates 
issue processing part 18 of an embodiment. 

[Drawing 10] It is a flow chart showing the flow of stock certificate ID list creation processing of 
an embodiment. 

[Drawing 1 1] It is a figure showing 
an embodiment. 

[Drawing 12] It is a figure showing 
embodiment. 

[Drawing 13] It is a figure showing 
embodiment. 

[Drawing 14] It is a figure showing 
embodiments. 

[Drawing 15] It is a figure showing 
demand 35 of an embodiment. 
[Drawing 1 6] It is a figure showing 
list 1 7 of an embodiment. 
[Drawing 1 7] It is a figure showing 
response 36 of an embodiment. 
[Drawing 18] It is a figure showing 
completion of an embodiment. 
[Drawing 19] It is a figure showing 
embodiment. 

[Drawing 20] It is a figure showing 
39 of an embodiment. 

[Drawing 21 a] It is a flow chart which shows the flow of processing of the order reception 
treating part 23 of an embodiment. 

[Drawing 21 b] It is a flow chart (continuation) which shows the flow of processing of the order 
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reception treating part 23 of an embodiment. 

[Drawing 22] It is a flow chart which shows the flow of processing of the order comparison 
treating part 24 of an embodiment. 

[Drawing 23 a] It is a flow chart which shows the flow of processing of the stock transfer 
treating part 1 9 of an embodiment. 

[Drawing 23 b] It is a flow chart (continuation) which shows the flow of processing of the stock 
transfer treating part 1 9 of an embodiment. 

[Drawing 24] It is a flow chart which shows the flow of processing of the transaction completion 
treating part 25 of an embodiment. 

[Drawing 25] It is a flow chart showing the flow of processing of the electronic-stock-certificates 
issue processing part 18 of an embodiment. 

[Drawing 26] lt is a figure showing the outline of the procedure of the stock transfer phase of an 
embodiment. 

[Drawing 27] It is a figure showing the data configuration of the stock transfer demand 41 of an 
embodiment. 

[Drawing 28] It is a figure showing the outline of the procedure of the stock certificate recurrence 
line phase of an embodiment. 

[Drawing 29] It is a figure showing the data configuration of the stock certificate recurrence line 
demand 46 of an embodiment. 
[Description of Notations] 

An investor client, 2:issue representative server, 3:1: An exchange server, Electronic stock 
certificates, 16:list-of-shareholders database, 17 : 1 1: A stockholder stock transfer history list, 
18: An electronic-stock-certificates issue processing part, 19:stock transfer treating part, 
20:electronic-stock-certificates recurrence line treating part, 21:stock certificate ID list, 22:order 
comparison list, 23:order reception treating part, 24:order comparison treating part, 25 : 
transaction completion treating part 
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